
Malware and Cryptography



whoami

● Mathematician
● Cybersecurity enthusiast
● Malware Analyst, Threat Hunter
● Author of MD MZ and MALWILD 

books
● Malpedia contributor
● https://github.com/cocomelonc/
● https://cocomelonc.github.io/

https://github.com/cocomelonc/
https://cocomelonc.github.io/


Cryptography

● Traditionally - 
defensive security

● Ransomware
● Backdoors
● Cryptojacking
● Used by APT groups



AV evasion 
tricks

● Time distortion
● Function call obfuscation
● Win API function call hashing
● Strings obfuscation and encryption
● Payload encryption
● Syscalls



XOR 
encryption

● single/multi-byte: 
two different 
implementations used 
in malware

● XORing = deXORing: 
pefrectly balanced

● encryption: usually 
used in known 
malware => easily 
detected



RC4 encrypt

● rc4+base64: used in 
combination with 
encoding

● metasploit: used in 
msfvenom and easily 
reimplemented

● encryption: easily 
detected



Lazarus UUID 
trick

● UuidFromStringA: 
used to decode data 
as well as write to 
memory

● Lazarus APT: used 
and re-implemented 
by
https://attack.mitre.org
/groups/G0032/

● encryption: easily 
detected

https://attack.mitre.org/groups/G0032/
https://attack.mitre.org/groups/G0032/


“Classic” 
algorithms

● https://www.schneier.c
om/books/applied-cry
ptography/

● encryption: 
metasploit payload

● Shannon entropy: 
calc for final PE-file 
sections

● VirusTotal: how does 
this affect in virustotal 
detection score?

https://www.schneier.com/books/applied-cryptography/
https://www.schneier.com/books/applied-cryptography/
https://www.schneier.com/books/applied-cryptography/


Payload 
encryption

● Injection: 
VirtualAllocEx, 
WriteProcessMemory,
CreateRemoteThread 
vs sometimes with 
WINAPI callbacks

● Encryption: encrypt 
payload via C/C++ or 
python then decrypt it 
dynamically 



Z85 
encryption

● https://rfc.zeromq.org/
spec/32/

● https://github.com/arte
mkin/z85

● Shannon entropy: 
6.173

● VirusTotal: reduce 
from 16 to 14

https://rfc.zeromq.org/spec/32/
https://rfc.zeromq.org/spec/32/
https://github.com/artemkin/z85
https://github.com/artemkin/z85


TEA 
encryption

● TEA: key size 16 and 
rounds 32 
implemented 

● Shannon entropy: 
6.285

● VirusTotal: reduce 
from 31 to 24



A5/1 
encryption

● A5/1: R1=R2=R3=0 
implemented 

● Shannon entropy: 
6.29

● VirusTotal: reduce 
from 31 to 21



Madryga 1984 
encryption

● Madryga: keys four 
u32 and 16 rounds 
implemented 

● Shannon entropy: 
6.271

● VirusTotal: reduce 
from 31 to 17



DES 
encryption

● DES: Crypt32 WINAPI 
implementation 

● Shannon entropy: 
6.241

● VirusTotal: reduce 
from 31 to 16



Skipjack 
algorithm

● Skipjack: optimized 
by Paolo Baretto 1998 
implementation 

● Shannon entropy: 
6.295

● VirusTotal: reduce 
from 31 to 21



RC6 
algorithm

● RC6: P-0xB7E15163
Q- 0x9E3779B9 
implementation 

● Shannon entropy: 
6.28

● VirusTotal: reduce 
from 31 to 21



C2C 
commands

● Encrypt: URLs, 
strings, API calls 

● APIs: Telegram, 
Discord, Slack, etc

● Shannon entropy: 
6.10

● VirusTotal: reduce 
from 24 to 10



Ransomware 
simulation

● Encrypt: Filesystem 
with exclusions

● Cryptography: TEA, 
Madryga, A5/1, etc

● TODO: Elliptic curve 
cryptography (Babuk)

● Working on 
decrypting attacks



Ransomware 
simulation

● Encrypt: Filesystem 
with exclusions

● Cryptography: TEA, 
Madryga, A5/1, etc

● TODO: Elliptic curve 
cryptography (Babuk)

● Working on 
decrypting attacks



Local lab for 
tests

● Kali linux
● Windows VM 

(VirtualBox)
● Microsoft Defender
● Bitdefender
● Kaspersky
● ESET NOD32
● Shannon entropy 

python script



Conclusion

● Cryptography can still be used for AV 
evasion

● Cryptography still be used for C2 
connections

● Payload encryption - unpopular 
algorithms almost always get better 
result than well-known

● Cryptography useful for ransomware 
simulation in RTO, adversary 
simulation purposes.



Thanks!
https://cocomelonc.github.io


